The most obvious move on the criminals' part -- and something we\'ve witnessed a lot -- was simply to move to a Covid-19 'theme' for their attacks, changing the subject lines and content in phishing and malware-laden emails to offer virus cures, masks, hand sanitisers and so on -- and also, in some cases, to play on the many wacky conspiracy theories that have been infecting the Internet.

The pandemic has been exploited in less obvious ways, too. ESET, like most other security firms, has noticed a rise in attacks using the Remote Desktop Protocol (RDP). This is a technology whose use has skyrocketed as a result of office staff working from home. ESET reckons that RDP connections have more than doubled. And most RDP implementations remain poorly secured.

With people in lockdown or self-isolating, parcel delivery firms have been busy -- something that didn\'t go unnoticed by cyber criminals. ESET\'s telemetry showed a 10-fold increase in the number of malicious emails impersonating well-known package delivery companies.

In addition, as the report mentions in the foreword, there was one minor innovation: "Ransomware also made an appearance on the Android platform, targeting Canada under the guise of a Covid-19 tracing app. ESET researchers quickly put a halt to this campaign and provided a decryptor for victims."

The top 10 vulnerabilities for Internet of Things (IoT) devices.Source: ESET.

"It is anything but unusual for cyber criminals to exploit crises to capitalise on people\'s fears, but the coronavirus pandemic has really brought out their even darker side," commented Tarik Saleh, senior security engineer and malware researcher at DomainTools.

"Users should be reminded that, even in these unfamiliar and uncertain circumstances, it is better to make sure that communications are legitimate before taking any action. Under no circumstances should you hand over your personal information and login credentials. Another red flag is a language of urgency: email messages, texts or phone calls urging you to do something within a specific time limit should raise concerns."

Ultimately, though, these altered tactics are mostly just a slight spin on the usual practice of trying to deliver malware to your machine. And, as an anti-malware company, this is where the focus of ESET\'s report lies. Some of the key issues uncovered by its researchers in the past year include: flaws in a number of popular smart home hubs that could be exploited for an Internet of Things (IoT) botnet; a piece of banking malware -- dubbed Grandoreiro -- notable mostly for being megabytes in size (the trojan disguised itself as a video) and for the efforts it goes to in order to prevent detection; the rise of Android malware; and phishing campaigns targeting crypto-currency wallets.

The report also covers the activities of certain advanced persistent threat (APT) groups, including the likes of Winnti and Turla. Many of these groups operate within the grey area between nation-state hacking and organised crime (although some are unambiguously in the former group).

The bulk of the report looks in detail at malware and one surprise is that the detection of downloaders in the second quarter of 2020 was slightly down compared to the previous three months -- albeit with one major spike.

"The most significant spike in Q2 was caused by the Nemucod downloader family at the beginning of June," the report says. "The campaign targeted Japanese users, flooding them with thousands of malspam emails that contained a single emoticon in the body and a clickbait-style subject such as: 'Look at this photo!' or: 'Is this your photo?'. Attached to the message was a malicious JS file, packed in a ZIP archive (using a 'triple extension'), which downloaded the final payload -- a newcomer on the ransomware-as-a-service scene known as Avaddon."

Banking malware and ransomware remained much the same in Q2 as in Q1, while crypto-miners and spyware saw a slight decline. The number of malicious emails grew over the course of the second quarter -- perhaps in lock-step with the shift to coronavirus-themed campaigns. The most commonly impersonated brands were DHL, Microsoft and Adobe.

Perhaps one of the most interesting areas is IoT security -- an issue important enough that it is now being addressed through legislation, most notably in California and the UK. But IoT devices remain hopelessly insecure.

"Smart devices often rely on a single security layer -- password-protected access to their administrative interfaces," says the report. "Despite the key role of this security measure, thousands of users still cannot seem to find the time to follow basic best practice and change the default password after unboxing and plugging in their smart devices."

This explains why, of the top 10 IoT vulnerabilities detected by ESET\'s scanners, seven fall into the category of 'unauthorised access'. This is not surprising given that default passwords include 'admin', 'root', '1234', 'guest' and 'password'.

The overall impression from ESET\'s report is that, even in these strange times, it\'s business as usual for cyber criminals.

The report is here: [www.welivesecurity.com/wp-content/uploads/2020/07/ESET_Threat_Report_Q22020.pdf](http://www.welivesecurity.com/wp-content/uploads/2020/07/ESET_Threat_Report_Q22020.pdf){#interrefs10}.
